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Atomic Cross-Chain Swap vs
Chandy-Misra

“*Atomic Swap” protocols swap tokens on
different blockchains atomically.

No asynchronous communication can create a
new piece of common knowledge
[Chandy, Misra: How Processes Learn, 1986].

“Atomic Swap” should require some synchrony.
What kind of?



Atomic Cross-Chain Swap
Uses Hash Lock

To spend the fund in a hash lock,

the first way is
1. with Bob’s signature
2. with input whose hash is H
3. before the deadline.
the second way is
1. with Alice’s signature
2. after the deadline.
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Atomic Cross-Chain Swap
Failure Case
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Observations

Obs. 1 Properties dependent on states.

Obs. 2 Most interesting properties are persistent.

e.g.
Once a hashlock is opened, it remains opened.
Once a secret is revealed on a blockchain, it remains

revealed.

Obs. 3 “Bob knows chain Y has something.”



Obs. 1 Properties dependent on
local states.
— Kripke Models
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Obs. 2 Most interesting
properties are persistent.

Kripke models with persistent properties ~
model of intuitionistic logic
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Obs. 3 “Bob knows chain Y
has something.”

The logic needs epistemic modality.

fB fB

Design choice [Hirai, LPAR-16]:
identify epistemic modality with
communication

time



Some valid formulas

Kvyk > KyKvk
{{, fy only consider models where fy is
@ idempotent

@ Kyk o Kk
fy only consider models where fy

points to the past
(and all formulas are persistent)



Features of a hash lock

D, two days have passed Kk secret

Bx Bob has opened the hashlock on chain X

—Bx Bob never opens the hashlock on chain X
Kx (D2 D ((Bx AN k) V —=Bx)). (X-livel)

KX(D2 V (KBobk D, Bx)) (X—liV@Q)

Bx D KxKpgspk. (X—Safe)



Another hashlock

Kv (D1 D ((Ay Ak)V —-Ay)). (Y-livel)
Ky(Dl V (KAlicek D) Ay)) (Y—IIVGQ)
Ay D Kyk. (Y-safe)

and a timing constraint

Ds D Djy. (Da,ys)



These don’t imply binary
outcomes.

D2 D ((AY /N\ Bx) V ((—lAy) N\ (_le))) (Binary—Outcome)

Kx(Ds D ((Bx A k) V —Bx)).

KX(D2 V (KBobk D) Bx))
Bx D Kx Kgspk.
Ky(Dl D) ((AY /\ k) V —IAy)).

V
w( D2, DL
fX<\ '>fY Kv(D; V (Kasicek D Ay)).

Av DO Kyk.
Ds D Dj.

Each function f, is identity whenever not explicitly shown.



Then Require Blocks on
Both Chains after Day 2

KxDs D (KyDs D ((Ay ABx) V ((mAy) A =Bx))). (Weak-Binary-Outcome)

D1, D2,
Wi\ Ay, -Bx,
k
7 \X
. D1, D, though transfer
X timed out J
oAl occurred on Y

\'4

X after two days

knows nothing about
Y after one day.




What makes it work?

Anything that reaches blockchain Y by 1 + 1/4 days also

reaches Bob, and chain X by 1 + 1/2 days.
(Kv K 19) D Kx K1 Kb Ky K1 . (Bob-has-chance)

By 2 days, blockchain Y sees, the hashlock on Y has

been open or timeout since 1 + 1/4 days.
Ky(DQ D) Kl% ((AY /N\ k) V (_IAy))) (Y—timedl)

By the time Bob gets the secret, Alice has opened the
hashlock on Y. Kpopk D Ay. (Alice-opsec)

If chain X sees the secret signed by Bob by 1 + 1/2 days,

the hash lock opens on X.
KXKl% ((KBobk) D) Bx) (X—llVGl%)



Then 1t works somehow.

If a model satisfies (X-live2), (Y-timed1),
(Alice-opsec), (Bob-has-chance), (X-live
1+1/2) at every state,

the model also satisfies (Weak-Binary-
Outcome) at every state.



Proof: reasoning on the
models or deductions?

| chose to reason about Kripke models directly

rather than using

—— (ax) S

AP KmKaﬁP D bw |_SC KmeQP
(nec) g

(5-1) KaKmKaSO Kmt D Kmezb) Fse Kag KmKpy
-

T 1 mKa,CP Fsc Ka,(KmKa,CP 3 D Ko KmKpy

because, defining a deduction system takes space.
and the formal proof is not smaller than the English proof
on models.



Discussion

“1 + 1/2 days” and “1 + 1/4 days” are arbitrary.
Failed to capture probabilistic aspects.

Finality of blockchains are hidden in “EsobKy ...” being
persistent.

Moreover, Bob never mistakenly believes finality.

Players’ strategies are missing.



